L2TPoverlPsec VPN

Win10 access to IR900 via L2TPoverlIPsec.

Step 1: Set the IPsec settings:

VPN > > IPsec
[ |[psecsetting | |
Enable L
IKEv1 Policy
1D Encryption Hash Diffie-Hellman Group Lifetime
1 AES256 SHAT Groupl4 4000
|[AES128 v | |SHA1 v | | Group2 v | (86400
| Add
IKEv2 Policy
1D Encryption integrity Diffie-Hellman Group Lifetime
1 AES128 SHAT Group?2 3000
|[AES128 v | |SHA1 v | [Group2 v | (36400
Add
IPsec Policy
Name Encapsulation Encryption Authentication IPsec Mode
ipsecwzl ESP NULL SHAT Transport Mode
|[ESP v | [AES128 v || SHA1 v | [ Tunnel Mode
i | Add
VPN > > IPsec
[ |[1psecsetting |
Basic Parameters
Destination Address 0000
Map Interface cellular 1 v
IKE Version IKEv1 v
IKEv1 Policy i
IPsec Policy ipsecwzl ¥
Negotiation Mode Main Mode v
Authentication Type Shared Key ¥ |seesssarnaee
Local Subnet (0.0.0.0 0.0.0.0
Remote Subnet 0.0.0.0 0.0.0.0




Step 2: Set the L2TP server:

VPN >> L2TP

st [ otpcient | - |
Enable v
Username linhand
Password seanes
Authentication Type |Auto v |
Local IP Address 1172.16.10.1
Client Start IP Address 1172.16.10 2
Client End IP Address [172.16.10.100
Link Detection Interval o s
I"[;’[éat}; {I:{t?;rr:es for Link I5—|
Enable MPPE T}
Enable Tunnel Authentication [
Expert Options(Expert Only) |

Apply & Save Cancel |




Step 3: Set winl0:

Edit VPN connection

Server name or address
166.139.135.52

VPN type

Pre-shared key

Type of sign-in info

User name (optional)

Password (optional)

Step 3.1: Change the security option of VPNs



3 VPNtest Properties x

General Options Securty  MNetworking  Sharing

Type of YPN: i
| Layer 2 Tunneling Protocal with [Psec (L2TP/IPsec) et v
. Muanced ;sfet:tings | | ¢

Data encryption: ] ' (i
Optional encryption {connect even f no encryption) whi g
Authentication B

() Use Extensible Authentication Protocol (EAP)

Propedies

{®) Allow these protocols

Unencrypted password (PAF)
Challenge Handshake Authentication Protocol (CHAF)
Microsoft CHAP Yersion 2 (MS-CHAP v2)

[ ] Automatically use my Windows logon name and
password (and domain, if any)

| Cancsl

Step 3.2: add DNS, so after the VPN tunnel establish, your laptop can access internet

g VPMtest Properties X

=

—— T ——

General Options  Securty | Networking BSharing tnet 2
This connection uses the following temq Internet Protocol Version 4 (TCP/IPv4] Properties

. Intemet Protocol Version 6 (TCH

General

.z, Intemet Protocal Version 4 (TCF

" File and Printer Sharing for Mierd v, can get |P settings assigned automatically i your network

supports this capability. Ctherwise, you need to ask your network
administrator for the appropriate |P settings.

{®) Obtain an IP address avtomatically
() Use the following IP address:

. E;? Install... &) Urinstal IP address: |

Description

i) Obtain DM5 server address automatically
Transmission Cortrol Protocol/Inteme " .
el e ik ik ik e (®) Use the following DMS server addresses:

across diverse interconnected netwol

Preferred DMNS server:; g8 =8 -8 8

Altemate DNS server: . . .







